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Abstract

This document will help you set up a more secure CV'S Pserver for anonymous CV S access.
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Introduction

CVSPserver s, by definition, an insecure protocol. Among other things, passwordsaretransmittedin plain
text, making it undesirable for much use. However, CVS Pserver is very good for providing anonymous
CVS access to arepository.

In this document we will introduce you to setting up a CV Srepository (although not intruding onthe CVS
HOWTO's space), and how to set up a chroot jail for the Pserver. We will also talk about using SSH for
developer access to arepository.
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Getting the tools
What you need

You'll need the following things in order to set up a secure Pserver:

CVS Of course, you will need to have CVS in order to be running it. You can get it here [http://
www.cvshome.org].

cvsd cvsd is a program that will run the CVS Pserver in a chroot jail. You can get it here [http://
tiefighter.et.tudelft.nl/~arthur/cvsd/].

SSHd If you want your developers to have secure access to the repository, you'll have to be running
an SSH server. However, setting up that access is beyond the scope of this Mini-HOWTO.
More information can be found at the CVS-RCS howto [http://www.tldp.org/HOWTO/CV S
RCS-HOWTO.html].

Compiling the tools

If you are compiling from the sources, follow these instructions. If you downloaded binaries, skip ahead
to the section called “ Compiling cvsd”.

Compiling CVS
After you have downloaded the CV'S sources, unpack them into a directory and cd into it. The default

prefixis/ usr/ | ocal ; wevechangeditto/ usr for thisexample. Y ou might want to change mandi r
to wherever your man pages reside (the default is PREFI X/ man).

$ ./configure --prefix=/usr
$ nake
# make install

Compiling cvsd
There are a few configure switches you should be aware of here. The default prefix is/ usr/1 ocal ,
whichin thisdocument we arechangingto/ usr . You should also changesysconf di r to/ et c, where

the system config filesusually reside. Y ou might want to change mandi r to wherever your manual pages
reside aswell.

$ ./configure --prefix=/usr --sysconfdir=/etc
$ nake
# make install

Now lets go on to setting up these wonderful tools.

Setting up the tools

Now that CVS and cvsd are built, let's set them up.
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Creating the CVS Repository

Beforewe begin, | strongly recommend you read the CV'S manual that wasinstalled with the rest of CVS.
If the stand-alone info browser or the texinfo packageisinstalled on your system, you can see this manual
by typing the command info cvs at your shell.

First, plan out where you want your repository. Debian defaultsto / var/ | i b/ cvs. My repository is
under the directory / cvs/ r oot , and is on its own small partition. What you do depends on your needs
and can vary widely.

| mportant

Make sure that the repository is a subdirectory of an empty directory! For example, if you are
installing itinto/ var /| i b/ cvs, put therepository in/ var/ | i b/ cvs/root (or whatever
you want for the last directory). Thisis because we create a chroot jail for the Pserver!

After you have planned where you want to put your repository, made the necessary partitions, if desired,
and run the following command (we assume that it will beat / cvs/ r oot ):

$ cvs -d /cvs/root init

That will initialize your repository and set up the necessary CVSROOT files.
Setting up the jail

Now that we have the CVSROOT set up, we need to copy the appropriate libraries and filesfor cvsd, which
runs the Pserver in the chroot jail.

Transferring the necessary files

Note

If you installed cvsd from a package management system like RPM, this may already be done

for you. If that isthe case, skip ahead to the next step.
Change your directory to / cvs (or whatever the directory before your root is) and enter the following
commands:

$ cvsd-buil droot /cvs
$ nmkdir -p var/lock

$ adduser cvsd

$ addgroup cvsd

Thankfully, cvsd comes with the script cvsd-buildroot, so we don't have to do all the necessary copying
by hand. However, you should edit the / cvs/ et ¢/ passwd file, and remove the entry for “root,” as
it's unneeded.

Configuring cvsd

Thedefaultsin/ et ¢/ cvsd/ cvsd. conf areokay, but can belessthan desirable. Make surethat Root -
Jai | issettowherever the chroot jail you built is, and the repository isthe directory where the repository
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isrelativetothechroot jail. Set maxconnect i ons towhatever you desire, and make sure that Uid and
Gid are set to cvsd. If you are lacking an already-built cvsd. conf file, hereis mine:

Example 1. My cvsd. conf

U d cvsd

G d cvsd

Pi dFil e /var/run/cvsd. pid
Root Jai | /cvs
MaxConnecti ons 10

Nice 1

Li sten * 2401

Repos /root

Limt coredunpsize 0O

Adding anonymous access

It's back to configuring CV'S, but don't worry, we are almost therel We have to edit a couple of necessary
files to allow for anonymous access. First, making sure you aren't in the CVS directory, check out the
CVSROOT module:

# cvs -d /cvs/root checkout CVSROOT
# cd CVSROOT

Now edit the file READERS. Createit if it isn't there, and add aline that reads “anonymous”.

I mportant

You NEED to have an extraline at the end of the file!
The file READERS is alist of users who have read-only access to the CV S repository. People with write
access are listed in the file WRI TERS. Read the cvs manual ! for more information on these files.

Now commit the repository with the command below. We assume that your current working directory is
CVSROOT. If it isn't, forget the cd step.

# cd ../
# cvs -d /cvs/root conm t

Y ou should now get a message that says something like Re- bui | di ng adni ni strative files,
which means that it was successful.

One last step and we're al done! Run the following command, and when prompted for a password, just
pressENTER:

# cvsd- passwd /cvs/root anonynous

Yinfo cvs, if you have the stand-alone info viewer installed on your system
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Congratulations! Y ou now have secure, anonymous CV S Pserver access to the repository!

Not quite done yet! Changing lock file locations

There is one small feature here that is really beyond the scope of this Mini-HOWTO but is worth noting
nonetheless. It is the ability to change the directory where the Pserver will place lock files.

Normally the Pserver will place lock files in the same directory as the files that you are trying to check
out, but this can cause permissions mayhem. Step back to when we built the chroot jail for cvsd; we also
created the directory var / | ock. Thisis where we will place the lockfiles instead.

So use the following example, replacing / cvs with wherever your chr oot environment is, and var
with wherever the locks are going to be placed. Mine are placed invar / | ock, and there is nothing else
under var , so achown -R is safe. Also, replace the cvsd user and group ids with the user and group ids
that cvsd runs as.

# cd /cvs

# chown -R cvsd: cvsd var

# chnod -R 775 var

# cd

# cvs -d /cvs/root checkout CVSROOT
# cd CVSROOT

Now we want to edit the file conf i g. Change lock dir to the directory you want the locks to be placed,
inour case/ var /| ock.

I mpor tant

Note that this applies to the Pserver AS WELL AS THE NON-CHROOT SSH LOGIN
METHOD! Ensure that this directory is not only in existence, but that you can write to it as
well, relative to your root directory. Thisiswhy | have chosen/ var / | ock, becauseit satisfies

those conditions.
Now commit the changes:

# cd ../
# cvs -d /cvs/root conm t

And that's it!

Alternatives to the Pserver

Access for developers

Pserver is not avery good method to implement for your fellow devel opers to access the repository. You
can use CVS's SSH and ext method. Simply add the user to the server's list of users, add the user to the
file WRITERS, and then they can do the following:

$ export CVS_RSH='/usr/bin/ssh’




Secure CV'S Pserver Mini-HOWTO

$ cvs -d :ext:username@erver. hostnane:/cvs/root |ogin

Thisisamuch more secure way for developers to access the repository.

Anonymous CVS access by http

Thereis another way to allow anonymous accessto CVS. If thereis an http server and Python installed on
the server, you can use a set of Python CGI scriptscalled viewcvs|[http://viewcvs.sourceforge.net], which
allow peopleto view the CV Srepository over the web, and can generate tarballs for users to download.

Thereis also a set of Perl CGlI scripts that do the same thing called cvsweb [http://stud.fh-heilbronn.de/
~zeller/cgi/cvsweb.cgif], but Viewcvsis more mature and is preferred (at least by me).

CVSGrab

CVSGrab [http://cvsgrab.sourceforge.net] is an end-user tool for downloading the CV'S repository by a
ViewCVSinterface. It isvery useful when you are behind a corporate firewall that blocks the Pserver, as
you can just grab the repository over standard HTTP. The only problem isiif it doesn't have a ViewCV'S
interface, but most free software repositories are now on the web, and the few that still use cvsweb seem
to be switching over to ViewCVS.

CV SGrab is written in Java, which may at first be a turn-off to some people (it is to me), but it seems
completely compilable using GCJ, the Java front-end to GCC.

CVSCGrab is atool that goes hand-in-hand with ViewCVS. It is an end-user tool, not one that you as a
system administrator or repository administrator would set up and configure.

Acknowledgements

This Mini-HOWTO was written by Morgon Kanter, who is reachable at <norgon AT sur-
go DOT net >, public key available from http://www.surgo.net/pubkey.asc. Email all problems with
this document to him, and they will be fixed ASAP.

My thanks goes out to al the people who contributed to CV'S over the years, as well as the creators of
Viewcvs, and in turn the creators of cvsweb who inspired it.

| would also like to thank Tabatha Persad for reviewing and helping me edit thismonster, aswell as putting
up with me. Thanks!

Also thanksto the various email contributorswho pointed out missing stuff. Thank you Y Giridhar Appaji
Nag and Pasi Hirvonen!

GNU Free Documentation License

G\U Free Docunentation License
Version 1.2, Novenber 2002

Copyri ght (C) 2000, 2001, 2002 Free Software Foundation, Inc.
59 Templ e Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permtted to copy and distribute verbatim copies



http://viewcvs.sourceforge.net
http://viewcvs.sourceforge.net
http://stud.fh-heilbronn.de/~zeller/cgi/cvsweb.cgi/
http://stud.fh-heilbronn.de/~zeller/cgi/cvsweb.cgi/
http://stud.fh-heilbronn.de/~zeller/cgi/cvsweb.cgi/
http://cvsgrab.sourceforge.net
http://cvsgrab.sourceforge.net
http://www.surgo.net/pubkey.asc

Secure CV'S Pserver Mini-HOWTO

of this |license docunent, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful docunent "free" in the sense of freedom to
assure everyone the effective freedomto copy and redistribute it,
with or without nodifying it, either comercially or nonconmercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible
for nodifications made by others.

This License is a kind of "copyleft", which nmeans that derivative
wor ks of the docunent nust thenselves be free in the sanme sense. |t
conpl ements the GNU General Public License, which is a copyleft

i cense designed for free software.

We have designed this License in order to use it for manuals for free
sof tware, because free software needs free docunentation: a free
program shoul d come with manual s providing the sane freedons that the
software does. But this License is not limted to software manual s;
it can be used for any textual work, regardl ess of subject matter or
whet her it is published as a printed book. W recomend this License
principally for works whose purpose is instruction or reference.

1. APPLI CABI LI TY AND DEFI NI TI ONS

This License applies to any manual or other work, in any medium that
contains a notice placed by the copyright holder saying it can be

di stributed under the terns of this License. Such a notice grants a
wor |l d-wi de, royalty-free license, unlimted in duration, to use that
wor k under the conditions stated herein. The "Docunment", Dbel ow,
refers to any such manual or work. Any menber of the public is a
licensee, and is addressed as "you". You accept the license if you
copy, nodify or distribute the work in a way requiring perm ssion
under copyright | aw.

A "Modified Version" of the Docunent neans any work containing the
Docurment or a portion of it, either copied verbatim or with
nodi fications and/or translated into another |anguage.

A "Secondary Section" is a naned appendix or a front-matter section of
t he Docurment that deals exclusively with the relationship of the
publ i shers or authors of the Docunent to the Docunent's overall subject
(or to related matters) and contains nothing that could fall directly
within that overall subject. (Thus, if the Docunment is in part a

t ext book of mat hematics, a Secondary Section may not explain any

mat hematics.) The relationship could be a matter of historica
connection with the subject or with related matters, or of |egal
conmmer ci al, phil osophical, ethical or political position regarding

t hem
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The "lnvariant Sections" are certain Secondary Sections whose titles
are designated, as being those of Invariant Sections, in the notice
that says that the Docunment is rel eased under this License. If a
section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Docunent may contain zero
I nvariant Sections. |If the Docunent does not identify any Invariant
Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed,
as Front-Cover Texts or Back-Cover Texts, in the notice that says that
t he Docurment is released under this License. A Front-Cover Text may
be at nost 5 words, and a Back-Cover Text may be at npbst 25 words.

A "Transparent™ copy of the Docunent neans a nmachi ne-readabl e copy,
represented in a format whose specification is available to the
general public, that is suitable for revising the docunent
straightforwardly with generic text editors or (for inages conposed of
pi xel s) generic paint prograns or (for draw ngs) sonme w dely avail abl e
drawi ng editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input
to text formatters. A copy nmade in an otherw se Transparent file
format whose markup, or absence of markup, has been arranged to thwart
or di scourage subsequent nodification by readers is not Transparent.
An image format is not Transparent if used for any substantial anount
of text. A copy that is not "Transparent"” is called "Opaque"

Exampl es of suitable formats for Transparent copies include plain
ASCI | wi thout markup, Texinfo input format, LaTeX input format, SGWL
or XML using a publicly available DTD, and standard-conformng sinple
HTM., PostScript or PDF designed for human nodification. Exanples of
transparent image formats include PNG XCF and JPG  (Opaque formats

i nclude proprietary formats that can be read and edited only by
proprietary word processors, SGVL or XM for which the DID and/ or
processing tools are not generally available, and the
machi ne- generated HTM., Post Script or PDF produced by some word
processors for output purposes only.

The "Titl e Page" neans, for a printed book, the title page itself,
pl us such foll owi ng pages as are needed to hold, legibly, the materia
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" neans
the text near the nost prom nent appearance of the work's title,
precedi ng the begi nning of the body of the text.

A section "Entitled XYZ' neans a named subunit of the Docunment whose
title either is precisely XYZ or contains XYZ in parentheses follow ng
text that translates XYZ in another |anguage. (Here XYZ stands for a
specific section nane nentioned bel ow, such as "Acknow edgenents",
"Dedi cations", "Endorsenments", or "History".) To "Preserve the Title"
of such a section when you nodi fy the Docunment means that it remmins a
section "Entitled XYZ" according to this definition.

The Docurent may include Warranty Disclainmers next to the notice which
states that this License applies to the Docunent. These Warranty
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Di sclainmers are considered to be included by reference in this

Li cense, but only as regards disclaimng warranties: any other
inmplication that these Warranty Di sclainers may have is void and has
no effect on the meaning of this License.

2. VERBATI M COPYI NG

You may copy and distribute the Docunment in any nedium either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies
to the Docunent are reproduced in all copies, and that you add no ot her
condi ti ons whatsoever to those of this License. You may not use
techni cal measures to obstruct or control the reading or further
copyi ng of the copies you make or distribute. However, you may accept
conpensation in exchange for copies. |If you distribute a |arge enough
nunber of copies you nmust also follow the conditions in section 3.

You may al so |l end copi es, under the same conditions stated above, and
you may publicly display copies.

3. COPYI NG | N QUANTI TY

If you publish printed copies (or copies in nmedia that comonly have
printed covers) of the Document, nunbering nore than 100, and the
Docurment's |icense notice requires Cover Texts, you nust enclose the
copies in covers that carry, clearly and legibly, all these Cover
Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
t he back cover. Both covers nmust also clearly and legibly identify
you as the publisher of these copies. The front cover nust present
the full title with all words of the title equally prom nent and
visible. You may add other material on the covers in addition.
Copying with changes limted to the covers, as long as they preserve
the title of the Docurment and satisfy these conditions, can be treated
as verbatimcopying in other respects.

If the required texts for either cover are too volumnous to fit

| egi bly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Document nunbering
nore than 100, you mnust either include a machi ne-readabl e Transparent
copy along with each Opaque copy, or state in or with each Opaque copy
a conputer-network |ocation fromwhich the general network-using
public has access to downl oad usi ng public-standard network protocols
a conpl ete Transparent copy of the Docunment, free of added materi al

If you use the latter option, you nust take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure
that this Transparent copy will remain thus accessible at the stated
location until at |east one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that
edition to the public.
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It is requested, but not required, that you contact the authors of the
Docurrent wel | before redistributing any |arge nunber of copies, to give
them a chance to provide you with an updated version of the Documnent.

4. MODI FI CATI ONS

You may copy and distribute a Modified Version of the Docunent under
the conditions of sections 2 and 3 above, provided that you rel ease
the Modified Version under precisely this License, with the Mdified

Version filling the role of the Document, thus licensing distribution
and nodification of the Mdified Version to whoever possesses a copy
of it. In addition, you nust do these things in the Mdified Version

A. Use in the Title Page (and on the covers, if any) a title distinct
fromthat of the Document, and from those of previous versions
(whi ch should, if there were any, be listed in the History section
of the Docunment). You may use the sanme title as a previous version
if the original publisher of that version gives perm ssion.
B. List on the Title Page, as authors, one or nobre persons or entities
responsi ble for authorship of the nodifications in the Mdified
Version, together with at |east five of the principal authors of the
Docurent (all of its principal authors, if it has fewer than five),
unl ess they release you fromthis requirenent.
C. State on the Title page the nane of the publisher of the
Modi fi ed Version, as the publisher
D. Preserve all the copyright notices of the Docunent.
E. Add an appropriate copyright notice for your nodifications
adj acent to the other copyright notices.
F. Include, inmmedi ately after the copyright notices, a |icense notice
giving the public perm ssion to use the Mdified Version under the
terms of this License, in the formshown in the Addendum bel ow.
G Preserve in that license notice the full lists of Invariant Sections
and required Cover Texts given in the Docunment's |icense notice.
H Include an unaltered copy of this License.
|. Preserve the section Entitled "H story", Preserve its Title, and add
toit an itemstating at least the title, year, new authors, and
publ i sher of the Modified Version as given on the Title Page. |If
there is no section Entitled "History” in the Docunent, create one
stating the title, year, authors, and publisher of the Document as
given on its Title Page, then add an item describing the Mdified
Version as stated in the previous sentence.
J. Preserve the network location, if any, given in the Docunent for
public access to a Transparent copy of the Docunent, and |ikew se
the network | ocations given in the Docunment for previous versions
it was based on. These may be placed in the "Hi story" section
You may onmit a network |location for a work that was published at
| east four years before the Docunment itself, or if the origina
publisher of the version it refers to gives perm ssion
K. For any section Entitled "Acknow edgenments” or "Dedications"”,
Preserve the Title of the section, and preserve in the section al
t he substance and tone of each of the contributor acknow edgenents
and/ or dedications given therein

10
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L. Preserve all the Invariant Sections of the Docunent,
unaltered in their text and in their titles. Section nunbers
or the equival ent are not considered part of the section titles.
M Delete any section Entitled "Endorsenents”. Such a section
may not be included in the Mdified Version
N. Do not retitle any existing section to be Entitled "Endorsenents”
or to conflict intitle with any Invariant Section
O Preserve any Warranty Discl ai mers.

If the Modified Version includes new front-matter sections or

appendi ces that qualify as Secondary Sections and contain no materia
copied fromthe Docunent, you may at your option designate sonme or al
of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Mddified Version's |icense notice.
These titles nmust be distinct fromany other section titles.

You may add a section Entitled "Endorsenments”, provided it contains
not hi ng but endorsements of your Mbdified Version by various
parties--for exanple, statements of peer review or that the text has
been approved by an organi zation as the authoritative definition of a
st andar d.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the |ist
of Cover Texts in the Mdified Version. Only one passage of
Front - Cover Text and one of Back-Cover Text nmay be added by (or

t hrough arrangements made by) any one entity. |[If the Docunent already
i ncludes a cover text for the same cover, previously added by you or
by arrangenent nade by the same entity you are acting on behal f of,
you may not add another; but you may replace the old one, on explicit
perm ssion fromthe previous publisher that added the ol d one.

The aut hor(s) and publisher(s) of the Docunent do not by this License
gi ve perm ssion to use their names for publicity for or to assert or
i nply endorsenent of any Mdified Version

5. COMBI NI NG DOCUMENTS

You may conbi ne the Docunent with other docunments rel eased under this
Li cense, under the terns defined in section 4 above for nodified
versions, provided that you include in the conmbination all of the

I nvari ant Sections of all of the original documents, unnodified, and
list themall as Invariant Sections of your conbined work in its
license notice, and that you preserve all their Warranty Discl ai mers.

The conbi ned work need only contain one copy of this License, and
multiple identical Invariant Sections may be replaced with a single
copy. |If there are nultiple Invariant Sections with the sane nane but
different contents, nake the title of each such section unique by
adding at the end of it, in parentheses, the nanme of the origina

aut hor or publisher of that section if known, or else a unique nunber.
Make the same adjustnent to the section titles in the list of

I nvariant Sections in the |icense notice of the conbined work.

11
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In the combination, you nust conbine any sections Entitled "Hi story"
in the various original docunents, formng one section Entitled

"Hi story"; likew se conbine any sections Entitled "Acknow edgenents",
and any sections Entitled "Dedications”". You nust delete all sections
Entitl ed "Endorsenments”.

6. COLLECTI ONS OF DOCUMENTS

You may make a collection consisting of the Docunent and ot her docunents
rel eased under this License, and replace the individual copies of this
Li cense in the various docunments with a single copy that is included in
the collection, provided that you follow the rules of this License for
ver bati m copyi ng of each of the docunents in all other respects.

You may extract a single docunent from such a collection, and distribute
it individually under this License, provided you insert a copy of this
Li cense into the extracted docunent, and follow this License in all

ot her respects regardi ng verbati m copying of that docunent.

7. AGGREGATI ON W TH | NDEPENDENT WORKS

A conpilation of the Document or its derivatives with other separate
and i ndependent docunents or works, in or on a volune of a storage or
distribution medium is called an "aggregate"” if the copyright
resulting fromthe conpilation is not used to limt the legal rights
of the conpilation's users beyond what the individual works permt.
VWhen the Docunent is included an aggregate, this License does not
apply to the other works in the aggregate which are not thensel ves
derivative works of the Docunent.

If the Cover Text requirenment of section 3 is applicable to these
copi es of the Document, then if the Document is |ess than one half of
the entire aggregate, the Docunent's Cover Texts may be placed on
covers that bracket the Docunent within the aggregate, or the

el ectroni c equi val ent of covers if the Docunent is in electronic form
O herw se they nmust appear on printed covers that bracket the whole
aggr egat e.

8. TRANSLATI ON

Translation is considered a kind of nodification, so you may
distribute translations of the Docunent under the ternms of section 4.
Repl aci ng I nvariant Sections with translations requires speci al

perm ssion fromtheir copyright holders, but you may include

transl ations of sone or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the
Docurent, and any Warrany Di sclai ners, provided that you al so include
the original English version of this License and the original versions
of those notices and disclainers. In case of a disagreenent between

12
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the translation and the original version of this License or a notice
or disclaimer, the original version will prevail.

If a section in the Docunent is Entitled "Acknow edgenents"”,

"Dedi cations", or "History", the requirenent (section 4) to Preserve
its Title (section 1) will typically require changing the actua
title.

9. TERM NATI ON

You may not copy, nodify, sublicense, or distribute the Document except
as expressly provided for under this License. Any other attenpt to
copy, nodify, sublicense or distribute the Document is void, and wll
automatically term nate your rights under this License. However,
parties who have received copies, or rights, fromyou under this
License will not have their licenses term nated so | ong as such
parties remain in full conpliance.

10. FUTURE REVI SIONS OF THI S LI CENSE

The Free Software Foundati on may publish new, revised versions

of the GNU Free Docunentation License fromtime to time. Such new
versions will be simlar in spirit to the present version, but nmay
differ in detail to address new problens or concerns. See

htt p: //www. gnu. or g/ copyl eft/.

Each version of the License is given a distinguishing version number.
If the Docunent specifies that a particul ar nunbered version of this
Li cense "or any later version" applies to it, you have the option of
following the ternms and conditions either of that specified version or
of any later version that has been published (not as a draft) by the
Free Software Foundation. |f the Document does not specify a version
nunber of this License, you nmay choose any version ever published (not
as a draft) by the Free Software Foundation

ADDENDUM How to use this License for your docunents

To use this License in a docunent you have witten, include a copy of
the License in the docunment and put the follow ng copyright and
license notices just after the title page:

Copyright (c) YEAR YOUR NAME.

Perm ssion is granted to copy, distribute and/or nodify this docunent
under the ternms of the GNU Free Docunentation License, Version 1.2

or any later version published by the Free Software Foundation

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.

A copy of the license is included in the section entitled "G\NU
Free Docunentation License".

If you have Invariant Sections, Front-Cover Texts and Back- Cover Texts,
replace the "with...Texts." line with this:

13
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with the Invariant Sections being LIST THEIR TITLES, with the
Front - Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections w thout Cover Texts, or sone other
conbi nati on of the three, nmerge those two alternatives to suit the
situation.

I f your docunent contains nontrivial exanples of program code, we
recommend rel easi ng these exanples in parallel under your choice of
free software |icense, such as the GNU General Public License,

to permit their use in free software.
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